
Cybersecurity 
and 

Cybersafety
Joshua Culwell-Block

Director of Technology, 
Innovation & Mathematics#WeAreChappaqua



Overview



The Chappaqua Central School District will 
create an innovative, agile atmosphere of 
learning, that leverages advanced instructional 
technologies to support active learning 
environments. We will continually improve our 
secure and private infrastructure to support 
and advance District instructional visions and 
goals.

Technology 
Department Vision



“How do we make cybersecurity and 
cybersafety part of District culture 
keeping students, faculty, and staff 
safe, while harnessing the power of 
the digital world?”

Essential Question



Thought Partners - Sources



1. Phishing
2. Distributed Denial of Service Attacks
3. Data Breach
4. Ransomware
5. “Internet of Things” Vulnerabilities

Top Cyber Threats for Schools

Consortium for School Networking, CoSN



Landscape of Cyber Threats



● Firewalls
● Cloud Computing
● Backups
● Masked Data
● Network Monitoring
● Independent Testing and Validation
● Review of 3rd Party Contracts
● Staff Cybersecurity Training

Current Security Measures



New York State
Education Law 2-d



Education Law 2-d

RicOne DPS, NYSED



Education Law 2-d Requirements

RicOne DPS, NYSED



Current Proposals

Education Law 2-d Timeline

RicOne DPS, NYSED



Data Security and Privacy Policy

RicOne DPS, NYSED



Protection of Personal Identifiable 
Information

RicOne DPS, NYSED



Parent Bill of Rights

RicOne DPS, NYSED



NIST Cybersecurity Framework

RicOne DPS, NYSED, COSN



Third Party Contracts

RicOne DPS, NYSED



Annual Employee Training

RicOne DPS, NYSED



Complaint Procedures

RicOne DPS, NYSED



Incident Reporting & Notification

RicOne DPS, NYSED
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RicOne DPS, NYSED



Planning and 
Implementation



Vestibulum congue 

Vestibulum congue 

Vestibulum congue Vestibulum congue 

Vestibulum congue 
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“How do we make cybersecurity and 
cybersafety part of District culture 
keeping students, faculty, and staff 
safe, while harnessing the power of 
the digital world?”

Essential Question


